Office Standardization.
E-Mail Encryption Gateway.
Instructions for external communication Partners.
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Introduction.

The E-Mail Encryption Gateway is an expansion of the
existing e-mail infrastructure at Deutsche Telekom. It offers
comprehensive communications security that supports
encrypted and/or signed e-mails for both internal as well
as external communications contacts. The E-Mail Encryption Gateway was installed as a highly available centralized
entity between the Deutsche Telekom Intranet and the
Internet. It is one of the most sophisticated secure messaging platforms on the market today.
One of the primary advantages of the E-Mail Encryption
Gateway, among other things, is the secure e-mail communication between internal employees at Deutsche Telekom
and external contacts.
Below we will illustrate and explain all of the scenarios and
communication interfaces that external contacts will be
faced with, both at the beginning and in later phases of their
e-mail communications with employees or functional
mailboxes of Deutsche Telekom. Based on these scenarios,
we will describe all of the necessary steps to be taken by
external users when navigating through the various interfaces and situations that occur when using the The E-Mail
Encryption Gateway.
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A Brief Description of the Solution.

All employees of Deutsche Telekom AG can use the E-Mail Encryption Gateway for sending e-mails to any internal
or external contacts or for receiving and decrypting encrypted e-mails from those contacts. Encrypted e-mails can
also be forwarded to all involved recipients and an encrypted reply can be sent.
If an external contact has no S/MIME or PGP technology for encrypting e-mails, the encrypted e-mails will be made
available in an SSL-secure Web application, hereinafter referred to as "WebMail". An automatically generated notification e-mail will inform the external contact that he/she received an encrypted e-mail. Using WebMail, he/she
can then log in and, after authentication, read all of the encrypted e-mails delivered to him/her.
If required, the external contact can choose in WebMail to forward encrypted e-mails. The forwarded e-mails along
with their attachments will be converted into encrypted PDF files that can later be decrypted using the password
previously specified by the user in the WebMail application. This is called "PushedPDF" technology.
If an external contact already has an encryption technology (PGP or S/MIME), he/she can inform the E-Mail
Encryption Gateway of the appropriate certificate or public PGP key so that E-Mail Encryption Gateway can use it
to encrypt and send e-mails using the corresponding technology in the future.
The encryption of the e-mails takes place on a nearly end-to-end basis, that is, the e-mails are already encrypted in
the Outlook client of the Deutsche Telekom employee and possibly even re-encrypted by E-Mail Encryption Gateway,
depending on the technology used by the external recipient, for example using the conversion required by PGP.
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A Brief Description of the Solution.

Figure 1: End-to-end encryption of e-mails

All Deutsche Telekom employees can add a signature to their e-mails (with or without encryption) and send
them to any internal or external contacts, or they can receive e-mails with signatures from those contacts and
even validate digital signatures.
Deutsche Telekom favors the use of S/MIME technology for e-mail encryption and signatures. In order to avoid
requiring external recipients to migrate from PGP to S/MIME, however, outgoing e-mails from E-Mail Encryption
Gateway can be PGP-encrypted and incoming e-mails can be converted from PGP to S/MIME.
This will ensure a high level of transparency and flexibility for both internal and external communications.
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Case 1: S/MIME certificate or PGP key is available.

The following scenarios describe the secure e-mail communications between Deutsche Telekom and an external
user when the user is already able to encrypt or add
signatures to e-mails using S/MIME or PGP technology.

Figure 2: Mail flow with existing S/MIME encryption or PGP encryption keys

1. A Deutsche Telekom employee sends an external recipient a signed e-mail that is to be encrypted.
2. The e-mail is routed internally to the E-Mail Encryption Gateway.
3. The E-Mail Encryption Gateway verifies whether the external partner is already registered and whether
his/her public key (S/MIME or PGP) is available.
4. If no S/MIME certificate or public PGP key is available for the external contact, or if one cannot be found
via the associated indexing services or key servers, the encrypted e-mail will be temporarily stored in
the E-Mail Encryption Gateway and the external contact will be sent a notification e-mail in the following form.
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Case 1: S/MIME certificate or PGP key is available.

Figure 3: Notification for first-time registration

5. If the external user already has an S/MIME certificate for e-mail encryption and signatures (see red arrow in Figure 3),
he/she replies to the e-mail mentioned above with an e-mail containing an S/MIME signature. If the external
contact is using Microsoft Outlook as an e-mail client, for example, this can be activated by simply selecting the
appropriate button for signatures.

If the external contact is already using PGP encryption, he/she replies to this e-mail and includes the
PGP key as an attachment.
6. The E-Mail Encryption Gateway will verify the validity of the key information received and save the
public key (S/MIME or PGP) in its Key Store.
7. The temporarily saved e-mail will now be encrypted and delivered based on either the S/MIME
key technology indicated by the external user:

Figure 4: Outlook receiving an encrypted S/MIME e-mail

Or the mail will be encrypted using PGP and delivered:

Figure 5: Receiving an encrypted PGP e-mail

!

After the registration is complete, any subsequent exchanges of encrypted e-mails between an
internal employee or Deutsche Telekom functional mailbox and an external contact will be handled
by the E-Mail Encryption Gateway using the public S/MIME or PGP key now saved in the Key Store,
meaning that steps 4, 5 and 6 required for the registration are now no longer necessary.
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Case 2: Neither an S/MIME certificate nor a PGP key is available.

The following scenarios illustrate secure e-mail communication between Deutsche Telekom and an external
user who does not yet have e-mail encryption technology
(S/MIME or PGP) available.

Figure 6: E-mail flow without an S/MIME or PGP key when using WebMail

1.
2.
3.
4.
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A Deutsche Telekom employee sends an external recipient a (signed) e-mail that is to be encrypted by TrustMail®.
The e-mail is routed internally to TrustMail®.
TrustMail® verifies whether the external partner is already registered and whether his/her public key is available.
If no S/MIME certificate or public PGP key is available for the external contact, or if one cannot be found via the
associated indexing services or key servers, the e-mail will be temporarily stored in TrustMail® and the external
user will be sent the following notification:

Case 2: Neither an S/MIME certificate nor a PGP key is available.

Figure 7: Notification for first-time registration

5. Because the external contact has no proprietary S/MIME certificate or PGP key pair for e-mail encryption or
signatures, he/she has the option to access the encrypted e-mail via WebMail or to receive an encrypted
PDF file sent directly to him/her via e-mail. To do this, the user must register in WebMail (SSL secure) using the
URL in the e-mail notification that was sent to him/her (see red arrow in Figure 7). The following page will be
opened in a Web browser:

Figure 8: First-time access in WebMail

The external contact can now decide between "WebMail" or "PDF delivery":
The "WebMail" option means that the encrypted e-mails (including any attachments) will not be delivered
directly to the external user, but rather will be available via a WebMail interface (similar to applications like GMX or
Web.de) that must be authenticated and SSL secure.
The "PDF delivery" option means that the sent e-mail and any attachments will be converted into a PDF file and
encrypted with a password previously specified by the user. This PDF file will then be delivered to the external
contact via e-mail. All future e-mails sent by internal employees of Deutsche Telekom will now be delivered directly
via e-mail as encrypted PDF files.
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Case 2: Neither an S/MIME certificate nor a PGP key is available.

Receiving and sending e-mail using WebMail.

Below we describe the initial registration process for WebMail and how to access encrypted e-mails using the
WebMail interface of the E-Mail Encryption Gateway. We also tell you how to create and send encrypted e-mails.
Registration for an external contact in WebMail:
Because the e-mail above (see Figure 7) will only generate a one-time password (OTP), external users first
have to create their own new password:

Figure 9: Registering in WebMail

Answering the security questions:
In the event that an external user loses or forgets his/her WebMail password, he/she can answer three security
questions to reset it without needing to contact a help desk. Two of these can be selected from the available
questions and the third can be freely defined. Tips for selecting and answering the security questions can be
found on the web site.

Figure 10: Answering the security questions
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Case 2: Neither an S/MIME certificate nor a PGP key is available.

Accessing delivered e-mails via WebMail:
The external user must then log in again with the new password, after which he/she will have access to encrypted
e-mails via the WebMail interface:

Figure 11: WebMail interface

Using the WebMail interface, external users can read, answer, send or delete e-mails. He/she can also download
e-mails to the desktop (EML, HTML, PDF). The menu in the left column is easy to understand and resembles wellknown provider interfaces such as GMX, T-Online, etc. The options are self-explanatory.
If the external user is already registered and has already received a new, encrypted e-mail from a Deutsche Telekom
employee address, he/she will receive a notification from the E-Mail Encryption Gateway that a new message is
waiting in the WebMail system:

Figure 12: Notification of delivered WebMail

!

The external contact can use WebMail to send a new e-mail only to internal employees or functional
mailboxes at Deutsche Telekom. In addition, only internal employees or automated mailboxes can
be added to a reply to the sent e-mail. This restriction is intended to prevent abuse of the WebMail
application for non-Telekom communications.
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Case 2: Neither an S/MIME certificate nor a PGP key is available.

Receiving and sending e-mails using PushedPDF.

Below we describe how an external user registers with WebMail for the first time and how he/she can access
e-mails that have been forwarded to his/her address or converted to PDF files.
Registering as an external user in WebMail and receiving PDF deliveries:
Because the e-mail (see Figure 7) above will only generate a one-time password (OTP), external users first
have to create their own new password in order to save PDF files in the future:

Figure 13: Creating a password for securing PDF documents

The user must then answer the three security questions as described in Figure 10. The user is then registered as
a PDF recipient and will receive all encrypted e-mails from Deutsche Telekom employee addresses as encrypted
PDF files in an e-mail in the future:

Figure 14: Successful registration for receiving PDF e-mails

The encrypted PDF document containing the delivered e-mail can only be opened by the recipient using the
password previously specified by that recipient.

Figure 15: Receiving PDFs 1
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Case 2: Neither an S/MIME certificate nor a PGP key is available.

Figure 16: Receiving PDFs 2

!

A registered external WebMail user (see "Receiving and sending e-mails using WebMail") can decide
at any point that he/she wants to receive e-mails as encrypted PDF files. To do this, he/she must
enter a new password in WebMail with which the PDFs will be encrypted in the future. Already
received e-mails that can be opened via WebMail, however, cannot be retroactively converted into
PDFs, encrypted and sent. Having said that, the external contact can download saved e-mails in
WebMail as encrypted PDF files.

If the external user would like to reply to this type of PDF e-mail with an encrypted e-mail, it is only possible via WebMail. To access WebMail, follow the URL contained in the
PDF file:

Figure 17: Answering a PDF e-mail

!

A direct reply to the e-mail containing the encrypted PDF file is not permitted because the e-mail will
not reach its original internal sender and the e-mail is not sent in encrypted form. This is mentioned
a number of times in the e-mail delivered with the PDF file.
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Password Reset.

If the external contact has for some reason either lost or forgotten his/her password, it can be reset and changed if
the correct answers are given to the security questions specified during registration.
To do this, the user must click the "Forgot password" button:

Figure 18: Initiating password reset process

The user must then specify his/her e-mail address:

Figure 19: Entering the e-mail address during the password reset process
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Password Reset.

In the next step, the security questions must be answered exactly as they were during registration:

Figure 20: Security questions during the password reset process

If the external user enters the correct answers, he/she can then specify a new password:

Figure 21: Specifying a new password
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Announcement by the Issuing CA.

The external user may receive warnings regarding the signature. This can happen if the e-mail client of
the external user does not recognize the certification center (Deutsche Telekom TrustCenter) that issued the
internal employee certificate.

In this case, the external user must trust or import the associated certificate. Below is an example of this
process on a Windows PC.
By clicking on the Signature icon, the following window will appear:

At this point the certification center must be trusted:
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Announcement by the Issuing CA.

This must then be confirmed:

Now the user certificate has to be imported. To do so, click once more on the Signature icon and
then on "Details":

Then click the "Trust" button:
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Announcement by the Issuing CA.

Please also specify here that the certificate is trustworthy. After that, the certificate and the associated certificate
center should be successfully imported and no further warnings should appear:
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Troubleshooting.

Adobe Reader cannot open ZIP files.
Adobe Reader versions 7, 8 and 9 cannot open attachments containing ZIP files. The cause of this is a restrictive
policy setting in the Adobe Windows registry because ZIP files can contain dangerous programs.
If you as an external contact have selected "PushedPDF" (see "Receiving and sending encrypted e-mail using
PushedPDF") for encrypted e-mail communications with one or more employees of Deutsche Telekom, this
limitation may affect you if you have a standard installation of Adobe Acrobat Reader and receive an encrypted
e-mail with one or more ZIP files attached.
This setting can be changed in the registry, as explained below.

!

A change to the registry should only be made after an agreement has been reached with the
IT department that conforms the security guidelines of both the regulatory authorities and
company. The changes should only be made by the appropriate specialist personnel (e. g. a
Windows administrator).

Adobe Acrobat Reader 7.x:
Follow the steps below to edit the Windows registry and change the security settings for handling file attachments
in Adobe Acrobat Reader 7:
1. Select Start > Run.
2. Type regedit in the Open box and click OK to start the Windows Registry Editor.
3. Navigate to the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Adobe\AcrobatReader\[versionnumber]\
FeatureLockdown\cDefaultLaunchAttachmentPerms
4. Double-click on the value: sBuiltInPermList
5. If necessary, scroll down to find the file extension (.zip). The file extension is in the right-hand column of
the list of values.
6. Edit the number just after the file extension type and change the value to 1: .zip:1
Further information is available at: http://kb2.adobe.com/cps/331/331371.html
Adobe Acrobat Reader 8.x, 9.x:
The required modification is similar for Adobe Acrobat Reader 7.x. The location of the registry key in step 3
is the only thing that is different:
HKEY_LOCAL_MACHINE\software\policies\adobe\acrobatreader\[version]\
FeatureLockDown\cDefaultLaunchAttachmentPerms
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List of Abbreviations.
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DMZ					

Demilitarized Zone

DTAG					

Deutsche Telekom AG

OTP					

One-Time Password
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